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                   Chief Information Security Officer's Office, Central Office Annex, Hyderabad 

सूचना पररपत्र क्र. / Information Circular No:06291:2023                   धदनाांक / Date: 10.05.2023 

 

प्रधत सभी शाखाएां  / कार्ाालर् /To All Branches/Offices 

 

धवषर् / Subject:  Beware of Phishing URLs Launched in the name of Union Bank of India   

Mother’s Day Gift & Foundation day Etc – Prevention of data leakage. 
 

  
1. It has come to our notice  that a Phishing campaign consisting of Multiple Phishing  URLs 

have been created and circulated over social media in the name of “Union Bank Of 
India Mother’s Day Gift”, “Foundation Day” Etc., wherein details are being captured 
in form of questions asked to visitor as feedback on this URL and prizes are being offered 
as gifts. This URL is published with malicious intent to trap bank customers/staff. 
 

2. These Phishing URLs are using Union Bank of India Logo, staff/executives Pictures and 
some fake comments of cash prize won by some people to deceive public and 
misrepresent the bank. 
 

3. Bank has not launched any such Campaign, these Phishing URLs are created by cyber 
criminals to deceive individuals into revealing sensitive information, such as usernames, 
passwords, credit card details, or other confidential information, by posing as a 
trustworthy entity. 
 

4. Please be aware of modus operandi of such sophisticated and targeted attacks and take 
utmost precautions while sharing/using any information in/from open social media 
platforms. All types of suspicious activity about Phishing URLs/Emails to be reported at 
our 24*7 monitoring team antiphishing.ciso@unionbankofindia.bank or call at 220281/ 
999007/999916 IP phone  
 

5. All Branches/offices are advised to take careful note of the same and bring the contents 
of the circular to all the staff members and customers of the bank to protect against 
above mentioned cyber fraud 
 

6. We are enclosing the screen shot of the fake pages opened through the Phishing URLs & 
Alert message. Please display the same on notice board or any prominent visible place 
to alert the customers and spread awareness among  staff/customers against such social 
engineering frauds/attacks. 

 
 
 

      (केएमरेड्डी/K M Reddy)  

        प्रमुख एवां सी आई एस ओ/ HEAD & CISO 
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SCREEN SHOTS OF FAKE WEBPAGES OPENED THROUGH PHISHING URLS 
       

Alert !! 
Beware of Phishing URLs launched in the name of “union bank 
of India Mother’s Day Gift”, “Foundation Day” Etc., The above 
enclosed pages are fake webpages opened through phishing 
URLs. Bank has not launched any such campaign. We request 
you NOT to click any such link & DO NOT share any personal of 
Financial information. We care for your safety !! Be alert ! 
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